AT-A-GLANCE

TIPS TO KNOW: BEFORE AN CYBERATTACK

= o CHECK YOUR CREDIT CARD, BANK STATEMENTS, AND
REPORTS REGULARLY

e [FYOU NOTICE STRANGE ACTIVITY, LIMIT THE DAMAGE BY
CHANGING ALL OF YOUR INTERNET ACCOUNT PASSWORDS

1, USE STRONG PASSWORDS THAT ARE 12 CHARACTERS OR LONGER

2.USE A STRONGER AUTHENTICATION SUCH AS A
PIN OR PASSWORD THAT ONLY YOU WOULD KNOW

IMMEDIATELY

3. WATCH FOR SUSPICIOUS ACTIVITY o [MPORTANT: R: A COMPANY WILL NOT CALL YOU AND ASK FOR

4. CHECK YOUR ACCOUNT STATEMENTS AND CREDIT REPORTS CONTROL OF YOUR COMPUTERTO FIX IT. THIS IS A COMMON

REGULARLY. SCAM.

5. USE SECURE INTERNET COMMUNICATIONS e |FYOU FIND A PROBLEM DISCONNECT YOUR DEVICE FROM THE
INTERNET

6. USE SITES THAT USE HTTPS IF YOU WILL ACCESS OR

PROVIDE ANY PERSONAL INFORMATION o RUN A SECURITY SCAN ON YOUR DEVICE

7.USE ANTIVIRUS AND MALWARE SOLUTIONS, AND

FIREWALLS TO BLOCK THREATS. " TER

8 REGULARLY BACK UP YOURFILES CONTACT BANKS, CREDIT CARD COMPANIES AND OTHER
FINANCIAL SERVICE COMPANIES

FILE A COMPLAINT WITH THE 01G AND IC3

REPORT IDENTITY THEFT TO THE FEDERAL TRADE
COMMISSION.

IF YOUR SOCIAL SECURITY NUMBER WAS COMPROMISED
CONTACT THE SOCIAL SECURITY ADMINISTRATION.

IF YOUR DRIVER'S LICENSE OR CAR REGISTRATION HAS
BEEN STOLEN CONTACT THE DEPARTMENT OF MOTOR
VEHICLES

9. LIMIT THE PERSONAL INFORMATION YOU SHARE ONLINE.

10. PROTECT YOUR HOME NETWORK BY CHANGING THE
ADMINISTRATIVE AND WIFI PASSWORDS REGULARLY
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